DeLAWARE CYBER SECURITY ADVISORY COUNCIL (CSAC)
SUBCOMMITTEE: MECHANISM FOR EVALUATING AND SHARING THREAT

INFORMATION AND CLASSIFIED INFORMATION MEETING MINUTES
August 31, 2016 11:00AM

Member Name Organization Attendance Designee in
Attendance
Daniel Meadows DIAC Present
A.J. Schall DEMA Present
Claudette Martin-Wus DTI Present
Rick Truitt DTI Excused
Michael Maksymow Beebe Present
Healthcare
Renee Hupp DEMA Excused
Jason Christman DEANG Present
Eric Smith JP Morgan Present
Chase
Anthony Karnavas JP Morgan Present
Chase
Glenn Stover Beebe Present
Healthcare
Call to Order

Captain Daniel Meadows called the DCSAC Subcommittee: Information Sharing and Classified
Information meeting to order at approximately 11:15AM on August 31, 2016

Welcome and Introductions
Captain Meadows welcomed everyone and asked for attendees’ introduction. Others in
attendance: James Hulings

Old Business
None

DCSAC Background/Overview Subcommittee Categories
Captain Meadows provided the history and formation of the DCSAC and subcommittee needs
identified by the DCSAC

Subcommittee meetings discussion
This item was not needed as decision was made regarding subcommittee meeting dates were
confirmed during the DCSAC meeting held prior to the subcommittee meeting.




Subcommittee Scope Discussion/Brainstorming Session

Goals:

o Most effective mechanism of information analysis and sharing and meet the needs of all the
industries involved

e Learning from other industries to use within their industry and share with other partners
that are not sitting on DCSAC

Industry Information Sources

Finance information resources:

e FSISAC —financial services

e Open source intelligence — scouring web/web surfing/pay vendor to analyze dark web side
to identify issues

e Have cleared employees and receive classified briefings

o |Insider analysis — ex. ID points of purchase locations have been breached and start to
analyze impacts to organization and customers

Healthcare information resources:
e NHISAC

Information-sharing Gaps

Finance needs:

e Federal Classified information — how to get more of the organization informed

¢ No information is received from the State level

e Need to know how others are collecting data to ID risk

¢ Need to better flow information to others

e Are we looking for information to receive or push out (ISACs are contracted and people are
vetted before pushing info)

Healthcare needs:

e Understanding what to do with received information that is rated at a higher level and not
to be shared
¢ Inadequate funding



e Funnel information, clarify, and present out to the appropriate industries
Additional Ideas:

e May need to create some scenarios and role play to identify how to respond — this may help
to see where some of the intersections occur amongst several/all the industries. Could
create a Venn diagram based on the results.

e NIJCCIC has a model that combines assigned individuals and also people who could request
information they are looking for.

Role of classifying topics

Classified give deeper insight into threat but can’t react in a way to tip off adversary but could
use the info to develop better architecht.

Kansas Model: Cleared individuals (CTO, CSO, etc) can pay to get access to what is occurring at
the national level and use that information to protect their organization. Partnership with DHS
to obtain clearances. Would need to identify who needs that kind of access and have a room to
access that information. If they find information that is seen on both classified and non-
classified and use the open source information to share to other and respond/react. If Kansas
sees something, they feed it back into the DHS side.

Team Date
Action or Agreement Target Date
Member Completed
All Members Identify other areas of collaboration 9/28/16
All Members Identify other challenges 9/28/16
All Members Develop ideas for structure of accomplishing 9/28/16
threat information sharing
All Members Identify the value of classified information to 9/28/16
each industry




New Business
None

Public Comment
None

Adjourn
With no further business to be conducted, Captain Meadows requested a motion to adjourn,

Mike Maksymow made the motion to adjourn and Eric Smith seconded the motion. With no
opposition, the motion was carried. The meeting was adjourned at approximately 12:00PM.

Respectfully submitted,
Captain Daniel Meadows
DIAC



